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🌶️ Should you worry? 1 Good to know · 2 Keep an eye on it · 3 Check your settings · 4 Act this week · 5 Act
today

Scammers are faking voices, chats and job offers this week, and the best fix is

still a 30-second call-back. We keep watch so you can run your business.

— Shaya Katz, Cayenne Corp

NOV 3

AI deepfake fraud is hitting businesses of every size

🌶️🌶️🌶️🌶️ ACT THIS WEEK

KeyBank warns that criminals are using cloned voices and fake video to get payments

approved. Takeaway: Confirm every payment or bank-detail change by calling a

number you already know. Rochester Business Journal →

OCT 27

One Microsoft Teams setting could expose your company

🌶️🌶️🌶️ CHECK YOUR SETTINGS

Depending on your settings, outsiders may be able to message your staff directly in

Teams. Takeaway: Ask us to limit external Teams chat to trusted companies only. Inc. →

🎣  SCAM OF THE WEEK

Fake recruiters got a Binance

employee to run malicious "interview"

tools. Never install a recruiter's

software on a work computer.

BleepingComputer →

⚡  QUICK WIN

Stolen logins have run up AI bills of up

to $1M. Turn on MFA and spending

alerts for every cloud and AI

account. BleepingComputer →

Read the full Pulse → More stories, Restaurant Corner and sources

How exposed is your business?

Get your free Cayenne Security Score →

💬 Reply to Shaya 📨 Forward to a friend

Tech question? Reply and Shaya answers personally. Know an owner who'd want this? Forward it.
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Our pepper's on hacker patrol, so you can stay chill.

🌶️

🌶️🌶️

You get this as a Cayenne Corp client or contact. Stories summarized from linked sources.
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